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Abstract

Digital communication tools have demonstrated significant potential to improve health literacy which ultimately leads to
better health outcomes. In this article, we examine the power of digital communication tools such as mobile health apps,
telemedicine and online health information resources to promote health and digital literacy. We outline evidence that digital
tools facilitate patient education, selfmanagement and empowerment possibilities. In addition, digital technology is
optimizing the potential for improved clinical decision-making, treatment options and communication among providers. We
also explore the challenges and limitations associated with digital health literacy, including issues related to access, reliability
and privacy. We propose leveraging digital communication tools is key to optimizing engagement to enhance health literacy
across demographics leading to transformation of healthcare delivery and driving better outcomes for all.
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Introduction

Health literacy, illustrated in Figure 1, is defined as
the ability to obtain, comprehend and apply health
information to make informed decisions related to
health [1,2], has been demonstrated to help improve
health status [3,4]. Digital literacy is described as an
individual's ability to find, evaluate and communicate
information by using digital tools [5]. Health and

digital literacy play a vital role in promoting better
health outcomes for individuals and communities
[3,4,6]. Limited health literacy has been linked to
poor health outcomes, increased healthcare costs and
health disparities [7,8]. To address these issues there
has been growing recognition of the potential of
digital communication tools to improve health
literacy and empower individuals to take a more active
role in managing their health [9-12].

Figure 1: Illustration of the various dimensions of health literacy and the impact on different health domains. [Adapted

from HLS-EU 2019 [13]].

Digital communication tools, such as mobile health
apps, telemedicine and online health information
resources, have gained significant popularity and are
increasingly being integrated into healthcare delivery
systems. These tools offer unique opportunities to
reach a wide range of demographics, regardless of
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their geographic location, socioeconomic status, or
educational background. By leveraging the power of
technology, digital communication tools have the
potential to enhance health literacy, improve patient-
provider communication and ultimately lead to better
health outcomes. This review aims to explore the
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power of digital communication tools in improving
health literacy and achieving better health outcomes
for both patients and practitioners. We examine the
current evidence on the effectiveness of various digital
tools, including mobile health apps, telemedicine
platforms and online health information resources, in
promoting health literacy. The impacts of improved
health literacy, the challenges associated with low
digital health literacy and strategies to overcome these
constraints are discussed. We also assess the
implications of leveraging digital communication
tools for optimizing engagement, enhancing health
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literacy across  different  demographics and
transforming healthcare delivery. We aim to provide
a deeper understanding of the potential of digital
communication tools to improve health literacy and
contribute to better health outcomes across the full
spectrum of healthcare (Figure 2). By identifying the
benefits, limitations and future directions of digital
health literacy interventions, this review will inform
researchers, healthcare professionals, policymakers
and other stakeholders in effectively utilizing digital
tools to promote health literacy and deliver patient-
centered care.

Digital and
Medical
Technology

Figure 2: Full spectrum of healthcare services.

Limited Health Literacy: A Global Problem

Health literacy levels vary significantly across the
world. Poor health literacy remains a significant
challenge globally. The consequences of low health
literacy are far-reaching, impacting individuals' ability
to access, comprehend and act upon health
information effectively. The disparities in health
literacy levels across countries and regions,
underscores the need for targeted interventions to
address these disparities. A population survey
conducted by HLS19 Consortium of the WHO
Action Network M-POHL (2021) [13] examined
health literacy levels in Europe and found
considerable variations among countries. The Health
Literacy categorical levels of “inadequate” and
“problematic” were combined and defined as
“limited” Health Literacy. The survey revealed a range
for “limited” health literacy of 25%-72%. That means
between one in four and three out of four residents in
countries participating in HLS19 have limited general
Health Literacy. Sulinskaité et al. [14] examined
health literacy in a cross-sectional survey conducted in
Lithuania which showed 40.6% of respondents had
problematic  health literacy.
problematic health literacy was noted among 83.6%
of respondents aged 59 years and older. Similar rates

Inadequate  or
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were also observed among patients with basic or
primary education (76.1%), secondary education
(76.6%) and divorced patients (86%). Respondents
with better health literacy also had better health
behaviors (p <0.05). This study shows the influence
of age, education and family status on health literacy.
A review of previous studies in the United States (US)
revealed that at least 88% of adults living in the US
have health literacy inadequate to navigate the
healthcare system and promote their well-being [15].
Only 12% are proficiently health literate. Adults with
lower health literacy are more likely to return
incomplete medical forms/assessment tools, miss
appointments with health providers and neglect
follow-ups to required medical procedures. According
to the Australian Bureau of Statistics 60% of
Australian adults have low Health Literacy [16,17]. A
nationally representative study in Canada of men's
health literacy showed low income, low education and
living alone were associated with men's low Health
Literacy [18]. Analysis of Health Literacy studies
conducted in South East Asia also found that limited
health literacy varied considerably, 1.6%-99.5% with
a mean of 55.3%. As with other studies the most
common factors associated with limited Health
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Literacy were education attainment, age, income and
socio-economic background [19].

Addressing the global impact of poor health literacy
requires tailored interventions that consider the
unique challenges faced by different populations
[8,20]. Efforts should focus on improving health
communication practices, developing culturally
appropriate health information materials and
strengthening healthcare systems to better meet the
needs of individuals with varying health literacy levels
[21,22]. Limited health literacy poses significant
challenges to individuals and healthcare systems
[8,23,24]. The cited references shed light on the
disparities in health literacy and emphasize the need
for targeted interventions to address these gaps
[25,26]. By implementing evidence-based strategies
and prioritizing health literacy as a global agenda, we
can empower individuals, reduce health disparities
and improve health outcomes for populations
worldwide.

Improving Health Literacy

Vital to improving health literacy is conveying
information in a manner and language that is easily
understood and therefore engages the target
audiences. It is essential to ensure that health
information is accessible, comprehensible and
actionable for individuals with varying levels of health
literacy. Engagement of any target groups requires
presenting the correct information to the relevant
people in a timely manner using the most appropriate
media. To achieve these objectives effective efficient
content creation is fundamental. Producing engaging
content that resonates, requires understanding the
key messages to be conveyed, identifying the target
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audiences and their communication preferences.
There are many well established methodologies to
help draft content and assess the understandability of
language and terminology to convey the relevant
health information. One example the Clear
Communication initiative promotes the use of plain
language in health communication to enhance
understandability [27]. This approach involves using
clear, concise and jargon-free language, avoiding
complex medical terminology, providing explanations
and examples to improve comprehension [28,29]. In
June this year the International Organization for
Standardization (ISO) formally approved its first
international plain language standard [30]. The new
standard will help improve written communication
for everyone.

Readability Assessment Tools, see Table 1 below lists
some of the easily accessible resources for healthcare
professionals and content creators to ensure the
understandability of healthcare information. By
actively utilizing these freely available assessment
tools, healthcare organizations can and should gauge
the readability of their materials to enable informed
decisions regarding the effectiveness of health
information communication. Raising awareness
about the availability of these tools and promoting
their use can contribute to the development of health
content that is clear, concise and tailored to
individuals with varying levels of health literacy. Such
a proactive approach ensures that healthcare
information is comprehensible to the intended
audience increasing the probability of engagement
and motivating individuals to make informed
decisions about their health.

Table 1: Some of the well-known health communication readability assessment tools.

Readability Assessment Tool

Description

Automated Readability Index (Ari) (31)

Calculates The Readability of a Text Based on Sentence Length and Word

Complexity.

Coleman-Liau Index (32)

Evaluates The Readability of a Text by Considering the Average Sentence

Length and Character Count.

Dale-Chall Readability Formula (33)

Assesses The Readability of Text Based on A List of Familiar Words and

Sentence Length.

Flesch Reading Ease Score (34)

Provides A Measure of The Case of Reading a Text Based on Sentence and

Word Length.

FORCAST (Formula for Assessing Readability and
Complexity of Text) (35)

Evaluates The Readability and Complexity of Text Based on Sentence

Structure and Vocabulary.

Fry Graph Readability Formula (36)

Determines The Readability of Text by Analysing the Number of Sentences

and Syllables Per Hundred Words.

Gunning Fog Index (37)

Determines The Readability of Text by Analysing Sentence Length and

Word Complexity.

Simple Measure of Gobbledygook (SMOG) (38)

Estimates The Reading Grade Level of Text by Analysing Sentence Length

and Polysyllabic Word Count
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Overview of Digital Communication Tools

Digital communication tools, including mobile
health apps, telemedicine and online health
information resources, have emerged as powerful
platforms for promoting and improving health
literacy leading to better health outcomes. Mobile
health apps provide convenient access to health
information, self-monitoring tools and personalized
interventions, empowering individuals to actively
participate in their healthcare journey [39].
Telemedicine  enables remote  consultations,
expanding access to healthcare services and
facilitating
particularly in underserved areas [40]. Online health

patient-provider communication,
information resources offer a wealth of information
that can support patient education, decision-making
and selfmanagement [41,42].

However, the so called “digital divide” persists. The
digital divide refers to the gap in access to digital
technologies and the internet across certain
populations and regions, many having limited or no
access [43]. Such limited access to digital technologies
hinders availability and participation in digital
activities. Approximately two thirds of the world's
population have internet access but there are vast
differences in internet usage between high (91%) and
low (22%) income countries [44]. Developing
countries face infrastructure challenges, including
lack of connectivity, electricity and access to necessary
devices, hindering digital access for a significant
portion of their populations. In addition, there are
imbalances in terms of digital skills and literacy. Even
when individuals have access to digital tools, there
may be a lack of proficiency in using them effectively
to access information and services online. The gap in
digital skills further exacerbates the inequalities in
digital access and inhibits the full potential of digital
technologies to reach all populations.

Despite the challenges digital access and connectivity
continue to improve worldwide [44]. Increased
investment in infrastructure, expansion of mobile
networks and greater affordability of digital
technologies are reducing the disparities in digital
access [44,45]. The widespread availability of mobile
devices and the increasing use of mobile health apps
and telemedicine platforms have shown promising
results in empowering individuals to actively manage
their health and make informed decisions [46].
Furthermore, the use of digital technologies enables
the delivery of tailored health information and
interventions, reaching underserved populations and
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bridging the gaps in health literacy [47,48]. As digital
access continues to expand and technologies become
more accessible, the potential for digital
communication tools to improve global health
literacy continues to increase in significance.

Promoting Health Literacy Through Mobile
Health Apps

Mobile health apps offer various features, such as
interactive educational content, symptom tracking,
reminders and  peer  support
communities, which can enhance health literacy [39].
There are over 300,000 health related apps available
globally [49]. Studies have shown that mobile health
apps can improve knowledge and self-efficacy in
managing chronic conditions [50]. For example, a
randomized controlled trial by Greenwell et al. [51]
demonstrated that a mobile app for asthma self-
management  significantly patients'
knowledge and confidence in using their inhalers.
Mobile Health (mHealth) can help achieve global

health service coverage by overcoming geographical

medication

improved

barriers increasing access for patients in remote areas
and communities with insufficient healthcare services
(47].

Standards and objective assessment of mobile health
apps are increasingly recognized as critical in ensuring
app quality, safety, and effectiveness. App certification
organizations, such as the Organization for the
Review of Care and Health Apps (ORCHA) [52], play
a pivotal role in evaluating and rating health apps
based on stringent criteria. ORCHA assesses apps
across multiple domains,
effectiveness, data privacy, usability and accessibility,
providing users with reliable information to make
informed choices [53]. Another example is the
mHealth App Certification Program by the UK
National Health Service (NHS) Digital [54], which
evaluates apps against defined technical, clinical and
regulatory standards. Similarly, the Health App
Certification Program by Happtique [55] provides a
certification process that evaluates apps. Objective
assessments and certifications enhance user trust and
confidence by promoting app transparency, reliability,
and adherence to best practices. Objective
certification also facilitates healthcare professionals'
integration of apps into clinical workflows, ensuring
the use of evidence-based and safe digital health tools
[56]. By establishing standards and offering objective
assessments, certification organizations contribute to
improving the overall quality and reliability of mobile
health apps.

including  clinical
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Enhancing Health Literacy Via Telemedicine

Telemedicine platforms enable remote consultations,
enabling patients to access healthcare services from
their homes. This approach can enhance health
literacy by providing realtime interactions with
healthcare providers, fostering patient education and
facilitating shared decision-making [40]. Research has
shown that telemedicine consultations can improve
patient satisfaction, reduce travel-related barriers
resulting in knowledge and
understanding of their conditions [57,58].

increased patient

Online Health Information Resources and
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The availability of online health information
resources has transformed how individuals seek and
obtain health-related information. These resources,
including reputable websites, online forums and
social media platforms, offer opportunities for
patients to access a wide range of health information
and support [50,59-61]. However, the reliability and
accuracy of online information can vary dramatically.
Individuals with low health literacy may struggle to
navigate and comprehend complex health content
[62]. Therefore, efforts to ensure the quality and
accessibility of online health information are crucial

Health Literacy

to improving health literacy. Table 2 provides
examples of how various different digital tools have
been used to improve health literacy.

Table 2: Examples of digital tools' impact on health literacy.

Reference | Digital Tool Impact on Health Literacy
Barello et al. | Mobile Health Demonstrated Success in Providing Personalised Education and Support to Patients, Leading to
(63) Apps Improved Knowledge and Self-Management Abilities.
Laranjo et Mobile Health Showed Promise in Delivering Tailored Education and Facilitating Patient Engagement Through
al. (39) Apps Conversational Agents.
Liang et al. | Mobile Health Highlighted The Widespread Use of Smartphones in Advanced and Emerging Economies,
(64) Apps Indicating Their Potential for Health-Related Purposes.
Richards et | Mobile Health | Showed Positive Impacts on Self-Management Behaviours and Treatment Adherence, Empowering
al. (65) Apps Patients to Actively Participate in Their Care.
Hollander et | Telemedicine Enabled Real-Time Access to Patient Information, Facilitating Informed Decisions and
al. (40) Platforms Multidisciplinary Collaboration, Thereby Enhancing Clinical Decision-Making.
Eldaly et al. Telemedicine Facilitated Seamless Information Sharing, Reducing Medical Errors and Enhancing Care
(66) Platforms Coordination Among Healthcare Providers.
Sutton et al. | Telemedicine Described The Potential of Mobile Health Apps Equipped with Decision Support Systems to
67) Platforms Enhance Clinical Decision-Making by Providing Evidence-Based Recommendations to Healthcare
Providers.
Roh and Online Health Identified Concerns Regarding the Reliability and Accuracy of Online Health Information,
Won (68) Information Particularly for Individuals with Low Health Literacy.
Resources
Yao et al. Online Health Explored The Concept of E-Health Literacy and The Need to Address the Digital Divide in
(69) Information Accessing and Evaluating Health Information Online.
Resources
Belfrage et | Online Health | Highlighted The Importance of Protecting Sensitive Health Data and Ensuring Transparent Data
al. (70) Information Governance to Maintain Patient Trust in Digital Health Platforms.
Resources

Evidence of Improved Health Outcomes
Patient Education and Empowerment

Patient education plays a crucial role in improving
health outcomes by enhancing individuals' knowledge
and understanding of their conditions. Digital
communication tools have been shown to effectively
educate and empower patients. For instance, a study
by Greenwell et al. [51] demonstrated that a mobile
app significantly improved patients' knowledge and
confidence. Additionally, a systematic review by
Laranjo et al. [39] highlighted the potential of
conversational agents in healthcare to provide
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personalized education and support to patients,
leading to improved health outcomes.

Self-Management and Treatment Options

Digital communication tools offer opportunities for
individuals to actively participate in self-management
and explore various treatment options. Mobile health
apps have been associated with improved self-
management behaviors and outcomes in chronic
conditions  [51,57]. Telemedicine has also
demonstrated positive effects on selfcare and
adherence to treatment plans, as observed in a
randomized controlled trial by Buvik et al. [57], where
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remote orthopedic consultations resulted in
comparable quality of care to in-person consultations.

Enhanced Clinical Decision-Making

Digital communication tools facilitate data collection,
analysis, and communication, leading to enhanced
clinical decision-making. Telemedicine consultations
provide realtime access to patient information and
enable multidisciplinary collaboration, contributing
to improved clinical outcomes [40]. Additionally,
mobile health apps equipped with decision support
systems have shown potential in assisting clinicians in
making evidence-based decisions, as highlighted in
the study by Laranjo et al [39].

Improved Communication Among Providers

Effective communication among healthcare providers
is vital for coordinated care and improved patient
outcomes. Digital communication tools, such as
telemedicine platforms, enable
communication and information sharing between
providers, leading to better care coordination [57,65].
This improved
collaboration, reduces medical errors and enhances
overall patient care.

Challenges and Limitations of Digital Health
Literacy

seamless

communication facilitates

The utilization of digital communication tools to
improve health literacy has enormous potential but
there many challenges and limitations. Recognizing
the obstacles is crucial for developing effective
strategies and interventions.

Access and Connectivity Barriers

Access to digital communication tools and reliable
internet connectivity remains a significant barrier for
certain populations, leading to disparities in digital
health literacy. Limited access to smartphones,
computers and high-speed internet, often referred to
as the digital divide, disproportionately affects
underserved communities, older adults and
individuals with lower socioeconomic status [43,62].
Addressing the access barriers through initiatives such
as community-based technology programs and
affordable internet access can help improve digital
health literacy across diverse populations.

Reliability and
Information

Accuracy of Online

The enormous amount of health information
available online presents challenges in terms of
reliability and accuracy. Individuals with low health
literacy may struggle to discern credible sources from
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misleading or inaccurate information [62]. Lack of
discernment can lead to poor decision-making and
health outcomes [71,72]. Promoting health literacy
skills is crucial to empower individuals to critically
evaluate online information and identify reputable
sources.

Privacy and Security Concerns

Digital communication tools involve the sharing of
sensitive personal health information, raising
concerns about privacy and security. Safeguarding
sensitive health data is paramount to maintain
individuals' trust and ensure the ethical use of digital
health platforms [70,71]. Relevant regulations, robust
data protection measures and transparent data
governance are necessary to address privacy and
security concerns in the digital health landscape.

Health Inequities and Inclusion

Digital health literacy initiatives should address the
potential for exacerbating existing health inequities.
Vulnerable populations, including those with lower
health literacy, limited digital skills or language
barriers, may face additional challenges in navigating
and utilizing digital health resources [61,72,73].
Ensuring inclusivity and tailoring digital health
interventions to diverse populations can help mitigate
disparities.  Designing  userAfriendly, culturally
appropriate digital tools and providing tailored
support can promote equitable access and usage of
digital health platforms [20,24,47]. Social media is
also a powerful means to increase and promote health
communication strategies and effective data
dissemination [59,60,74]. The use of social media for
advocacy and communications in health promotion
offers exciting new prospects for broader reach,
greater  efficiency and  reduced costs  of
communication and advocacy campaigns.

Digital Tools for Clinical Decision Making

Digital tools have revolutionized the landscape of
clinical ~decision making, offering healthcare
providers a wide range of resources and technologies
to enhance diagnostic accuracy, treatment planning
and patient management.

Decision Support Systems

Decision support systems (DSS) play a crucial role in
providing evidence-based guidance to healthcare
providers during the decision-making process. These
systems integrate patientspecific data, clinical
guidelines and medical knowledge to generate
recommendations and assist healthcare professionals
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in making informed decisions. Numerous studies
have demonstrated the effectiveness of DSS in
improving clinical decision making. For instance,
Sutton et al. [67] conducted a review of Clinical DSS
in healthcare and highlighted their potential to
enhance diagnostic accuracy, treatment selection and
patient outcomes. The study also highlighted the
importance of vigilance for potential drawbacks of
Clinical DSS, which range from simply not working
and wasting resources, to fatiguing providers and
compromising quality of patient care.

Artificial Intelligence

Artificial intelligence (AI) has emerged as a
transformative technology in healthcare, offering
powerful algorithms and machine learning
techniques to analyze vast amounts of data and
provide insights for clinical decision making. Al-based
tools have demonstrated remarkable capabilities in
various domains, including image analysis, natural
language processing and predictive modelling [75]. In
the context of clinical decision making, Al has shown
promising results. Research by Kumar et al. [76] and
Zhang et al. [77] examined the use of Al algorithms in
cancer and diagnosis. The studies revealed that Al
algorithms achieved high accuracy rates in diagnosing
cancer subtypes, assisting clinicians in developing
tailored treatment plans. Similarly, Esteva et al. [78]
demonstrated the potential of Alpowered deep
learning models in detecting skin cancer, matching
the performance of dermatologists.

Predictive Analytics

Predictive analytics utilizes statistical modelling and
machine learning techniques to forecast future events
and outcomes based on historical data. In the context
of clinical decision making, predictive analytics
enables healthcare providers to identify patients at
risk, optimize treatment plans and allocate resources
efficiently. Several studies have showcased the utility
of predictive analytics in healthcare. For instance,
Baird et al. [79] explored the use of predictive models
to identify patients at risk of readmission. The
findings demonstrated that predictive analytics could
accurately predict hospital readmissions, allowing
healthcare providers to intervene and provide
targeted interventions to reduce readmission rates.
Additionally, Guo & Chen [80] highlight the
potential of predictive analytics in disease surveillance
and early detection, enabling proactive and preventive
measures.

Biases in Algorithms
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Algorithms used in clinical decision making,
particularly those powered by machine learning and
artificial intelligence, rely heavily on training data sets.
Biases present in these data sets can perpetuate
disparities and result in biased outcomes. These biases
may arise due to various factors, such as
underrepresentation or misrepresentation of certain
demographic groups in the training data, societal
inequalities reflected in the data or systemic biases
embedded in the algorithms themselves. Research by
Obermeyer et al. [81] highlighted racial biases in an
algorithm commonly used to predict healthcare needs
and allocate resources. The study revealed that the
algorithm underestimated  the
healthcare needs of Black patients compared to White

systematically

patients, leading to potential disparities in access to
care. This example underscores the importance of
scrutinizing algorithms and addressing biases to avoid
exacerbating existing healthcare disparities.

Limited Data Sets

The use of limited data sets in training algorithms can
result in biased outcomes and suboptimal decision
making. Limited data sets may lack diversity in terms
of demographic representation, geographical
locations  or  specific conditions.
Consequently, algorithms trained on such data sets
may not adequately capture the complexity and
variability of patient populations, leading to
inaccurate  predictions or  recommendations.
Research by Wiens et al. [82] examined the
performance of machine learning models in
predicting mortality rates using electronic health
record data. The study found that models trained on
data from a single healthcare system had limited
generalizability and performed poorly when applied
to different healthcare settings or patient populations.
This emphasizes the need for diverse and
representative data sets to ensure robust and unbiased
algorithms.

medical

Addressing Biases and Limited Data Sets

Addressing biases in algorithms and overcoming
limitations of limited data sets requires concerted
efforts from various stakeholders, including
researchers, healthcare providers and policymakers.
Some strategies to mitigate biases and improve data
inclusivity include:

Enhancing Data Collection: Actively seeking diverse and
representative data sets that encompass different
demographics, geographic regions and medical
conditions to ensure inclusivity.
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Transparent  Algorithm ~ Development: ~ Ensuring
transparency in algorithm development, including
providing documentation on data sources, model
design and evaluation metrics to facilitate scrutiny
and identify potential biases.

Regular Audits and FEvaluations: Conducting regular
audits and evaluations of algorithms to identify biases,
disparities and limitations. This process should
involve rigorous testing on diverse data sets involving
experts from various backgrounds.

Addressing biases in algorithms and overcoming
shortfalls of limited data sets is an ongoing endeavor.
Future research should focus on developing
standardized frameworks for evaluating algorithmic
biases and using robust methodologies to address
these biases effectively. Additionally, collaborations
between researchers, healthcare organizations and
policymakers are essential for implementing equitable
unbiased digital technologies in clinical decision
making. While digital technologies hold immense
potential for enhancing clinical decision making,
concerns surrounding biases in algorithms and
limited data sets must not be overlooked or
underestimated. It is crucial to address these concerns
through rigorous evaluation, transparency and
inclusive data collection to ensure equitable unbiased
healthcare.

Regulation and Governance of Digital Health
Tools

The rapid integration of digital technologies in
healthcare services delivery and clinical decision
making has prompted the need for robust governance
and regulation to ensure patient safety, privacy and
ethical use of these technologies. As the technology
continues to rapidly evolve, striking the necessary
balance between governance and innovation presents
very difficult considerations.

Ensuring Patient Safety and Efficacy

As digital technologies become increasingly
sophisticated, it is crucial to establish adaptable
regulatory frameworks that prioritize patient safety
and efficacy. Technologies, such as Al algorithms and
medical devices, necessitates a dynamic regulatory
environment that can keep pace with advances.
Rigorous evaluation processes and standards for
testing, validation and monitoring of digital tools are
essential to ensure their safety, effectiveness and
reliability.

The European Union's Medical Devices Regulation
(MDR) implemented in 2017 is an example of an
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evolving regulatory framework aimed at enhancing
patient safety and ensuring the quality of medical
devices. The MDR strengthens regulations for digital
health products, including software applications and
mobile health devices, by introducing stricter
requirements for clinical evaluation, post-market
surveillance and risk management [83]. Similarly, the
various guidance documents issued in recent years as
part of the FDA's Patient First Drug Development
(PFDD) effort in line with the 21st Century Cures Act
and the Food and Drug Administration
Reauthorization Act 2017 Title 1 [84].

Privacy and Data Protection

Healthcare digital technologies generate vast amounts
of personal health data, raising concerns about
privacy and data protection. Safeguarding patient
information is crucial to maintain trust and promote
the ethical use of digital technologies. Governance
and regulation must address issues related to data
privacy, security, consent and data sharing to ensure
that patient information is handled appropriately in
compliance with privacy requirements. The General
Data Protection Regulation (GDPR) enacted in the
European Union in 2018 is a significant step toward
protecting individuals' data rights. The GDPR
establishes principles and rules for the collection,
storage and processing of personal data, including
health data. Similar regulations, such as the
California Consumer Privacy Act (CCPA) in the
United States, aim to protect individuals' privacy
rights, enhance transparency and control over

personal data [85,86].
Ethical Considerations

Ethics play a crucial role in the governance and
regulation of digital technologies in healthcare. The
ethical use of these technologies involves respecting
patient autonomy, ensuring fairness, addressing
potential biases and unintended consequences.
Ethical guidelines and frameworks can assist
healthcare providers, researchers and developers in
navigating complex ethical considerations. The
Helsinki Declaration by the World Medical
Association and ethical guidelines developed by
organizations such as the American Medical
Association (AMA) and the British Medical
Association (BMA) provide overarching ethical
principles for healthcare research and practice. These
guidelines emphasize the importance of informed
consent, privacy, confidentiality, and fairness in the
use of digital technologies [87-89].
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Al in Clinical Decision Making

Artificial intelligence (Al) technologies have shown
great promise in improving clinical decision making.
However, their adoption in healthcare raises
important considerations related to governance and
regulation. Algorithms trained on insufficient
datasets can introduce biases and perpetuate health
disparities. It is essential there is appropriate
awareness about data set limitations to minimize risk
of biases and misinterpretations when using Al in
clinical decision making. Efforts are underway to
develop guidelines and standards for the ethical use
of Al in healthcare. The American Medical
Association (AMA) has outlined principles for the
design, implementation and use of Al in healthcare,
emphasizing transparency, fairness and accountability
[88]. The European Commission's High-Level Expert
Group on Artificial Intelligence has also published
ethical guidelines, emphasizing human agency,
accountability and inclusiveness in Al development
and deployment [90].

Collaboration and International

Harmonization

Given the global nature of digital technologies,
collaboration and international harmonization of
governance and regulation are crucial. Collaborative
efforts among regulatory bodies, policymakers,
industry stakeholders and healthcare professionals
can facilitate knowledge sharing, harmonize standards
and address emerging challenges collectively.
Initiatives such as the Global Digital Health Index,
developed by the Global Digital Health Network, aim
to assess and track the progress of digital health
implementation worldwide. Additionally,
international organizations like the World Health
Organisation (WHO) work toward developing global
guidelines and frameworks for the ethical and
responsible use of digital technologies in healthcare
[91].

Adaptability and Continual Evaluation

Governance and regulation of digital technologies in
healthcare must be adaptive to the rapidly evolving
technological landscape. Regular evaluation and
updates are necessary to address emerging challenges,
assess the effectiveness of regulations and incorporate
feedback from stakeholders. Continual monitoring
and evaluation frameworks can help identify gaps and
areas for improvement ensuring that governance and
regulation remain effective and relevant. Oversight of
digital technologies in healthcare services delivery and
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clinical decision making are essential to safeguard
patient safety, protect privacy, uphold ethical
standards, promote collaboration and adapt to digital
advancements. Establishing robust and dynamic
governance frameworks, helps ensure the responsible
and effective use of digital technologies to enhance
healthcare experience for everyone.

The increased utilisation of digital communication
tools in healthcare has brought numerous benefits,
including improved access to health information,
enhanced patient engagement and streamlined
communication between healthcare professionals and
patients. However, this widespread adoption of digital
communication tools has also placed additional
burdens on healthcare professionals, particularly in
terms of communication volume. Research shows
that the rapid influx of messages, notifications and
electronic communications can lead to increased
workload and time demands for healthcare staff. For
instance, a study by Shanafelt et al. [92] reported that
physicians spend a significant amount of time on
electronic communication, contributing to physician
burnout and impacting  work-life
Furthermore, reviews of the literature conducted by
Patel et al. [93], Bakhai et al. [94]; McTaggart &
Walker [95] highlight that healthcare professionals
often struggle to manage the constant influx of digital
communication, leading to feelings of overload and a
blurring of personal and professional boundaries. It is
paramount that healthcare organisations recognise
these challenges and implement strategies to mitigate
the impact of communication volume on the work-life
balance of healthcare staff. This may involve
implementing communication guidelines, providing
training on effective digital communication practices
and developing supportive work environments that
encourage appropriate use and boundaries for digital
communication. By addressing these challenges,
healthcare organisations can harness the benefits of

balance.

digital communication tools while prioritising the
well-being of their healthcare staff.

Discussion

Digital communication tools have shown great
promise in improving health literacy and fostering
better health outcomes for patients and practitioners.
We have outlined examples that show the power of
various digital communication tools, such as mobile
health apps, telemedicine and online health
information resources, in promoting health and
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digital literacy. The evidence suggests that these tools
have the potential to enhance patient education, self-
management, clinical decision-making and provider
communication [39,51,57]. Patient education and
empowerment are critical components of achieving
better health outcomes. Mobile health apps have been
successful in providing personalised education and
support to patients, leading to improved knowledge
and confidence in managing their conditions
[51,107]). Additionally, conversational agents in
healthcare have shown promise in delivering tailored
education and facilitating patient engagement [39].
Selfmanagement plays a crucial role in chronic
disease management and overall health improvement.
Digital communication tools, including mobile
health apps and telemedicine, have demonstrated
positive effects on self-management behaviours and
treatment adherence (51, 57). These tools offer
patients access to resources and support, empowering
them to take a more active role in their own care
[47,48]. Improved clinical decision-making is another
significant benefit of digital communication tools.
Telemedicine consultations enable real-time access to
patient information, facilitating informed decisions
and multidisciplinary collaboration [40]. Mobile
health apps equipped with decision support systems
have the potential to enhance clinical decision-
making by providing
recommendations to healthcare providers [39,67,75].
Effective communication among healthcare providers
is vital for coordinated care and better patient
outcomes. Digital communication tools, such as
telemedicine platforms, have been shown to facilitate
seamless information sharing, reducing medical
errors and  enhancing  care

[51,57,64,66,108]. By  enabling

evidence-based

coordination
efficient
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communication and collaboration, these tools have
the potential to improve healthcare delivery and
patient outcomes. Digital tools empower patients by
providing access to resources, tracking tools and
remote monitoring, enabling them to actively
participate in their care. Digital communication tools
enable effective collaboration, further empowering
healthcare providers to make well-informed decisions
and provide timely interventions. Despite the
significant potential of digital communication tools,
there are challenges and limitations that need to be
addressed. Access and connectivity barriers continue
to hinder the equitable use of these tools, particularly
among underserved populations [43,109,110]. To
fully realise the benefit of digital tools in healthcare,
efforts must focus on bridging the digital divide and
ensuring accessibility for all individuals. It is also
important to note that while technology is a very
useful tool it cannot compensate for content that is
not engaging, easy to consume and appropriate for the
audience [73,111]. The reliability and accuracy of
online health information remains a major worry.
Individuals with low health literacy may struggle to
discern credible sources [8,9,74]. It is essential to
continually promote health literacy skills that
empower individuals to critically evaluate online
information and seek reputable sources. Privacy and
security concerns are also important considerations in
the digital health landscape. Protecting sensitive
health data and ensuring transparent data governance
are essential to maintain individuals' trust and
confidence in using digital health platforms [70,71].
Implementing robust data protection measures,
complying with privacy regulations and adopting
encryption technologies are vital for safeguarding
patient information, see Table 3.

Table 3: Some of the key international regulations and guidelines for digital health.

Regulation (GDPR)

Regulation/Guideline Brief Description Reference
Eu Medical Device Establishes Regulations for Medical Devices, Including Software and Apps, European
Regulation (MDR) Sold Within the European Union (European Commission, 2017). Commission (96)
FDA Digital Health Provides Regulatory Oversight for Mobile Health Apps and Other Digital U.S. Food and Drug
Health Technologies in The United States (U.S. Food and Drug Administration (97)
Administration, 2023).
General Data Protection Regulates The Processing and Protection of Personal Data for Individuals European

Within the European Union (European Commission, 2016).

Commission (98)

Health Insurance Portability

Sets Standards for The Protection of Individuals' Health Information and

U.S. Department of

and Accountability Act Ensures Privacy and Security in The United States (U.S. Department of Health & Human
(HIPAA) Health & Human Services, 2003). Services (99)
International Medical Device Provides Guidance on The Regulation of Medical Devices, Including IMDREF (100)
Regulators Forum (IMDRF) Software, To Harmonise Global Regulatory Practices IMDRF, 2023).
© 2025 Patrick J. Fitzpatrick. 10
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ISO 27001:2013

Information Technology-Security Techniques-Information Security
Management Systems-Requirements

International
Organisation for
Standardization (101)

ISO 13485:2016

Medical Devices-Quality Management Systems-Requirements for Regulatory
Purposes Organisation for

International

Standardization (102)

ISO 82304-1: Part 1: 2016
and Part 2: 2021

Health Software-Part 1: General Requirements for Product Safety Health
Software-Part 2: International Organisation for Health and Wellness Apps-
Quality and Reliability

International
Organisation for

Standardization (103)

International
Organisation for
Standardization (104)

National Institute for Health Provides Evidence-Based Guidance on The Use of Digital Health NICE (105)
and Care Excellence (NICE) | Technologies, Such as Mobile Apps and Telehealth, In the United Kingdom

Guidelines (NICE, 2023).
World Health Organisation Offers Guidelines on Various Aspects of Digital Health, Including World Health

(Who) Digital Health Telehealth, Mobile Health, And Health Information Systems (Who, 2023). Organization (106)
Guidelines

Addressing health inequities and promoting
inclusivity in digital health literacy initiatives are also
key to achieving better health outcomes. Tailoring
interventions to diverse populations and providing
support for individuals with varying digital skills,
language barriers and lower health literacy levels can
help mitigate disparities and ensure equitable access
to digital health resources [8,68,69]. Collaborating
with community organisations and stakeholders can
help reach underserved populations and ensure
equitable access to digital health resources.

Decision support systems, artificial intelligence and
predictive analytics, have and will increasingly
contribute to clinical decision making. These
technologies have shown effectiveness in improving
diagnostic accuracy, treatment planning and patient
management [51,57-59,65]. As digital tools continue
to advance, it is essential for healthcare providers and
researchers to harness their potential and integrate
them into clinical practice to enhance patient
outcomes and optimise healthcare delivery [53,56].

Conclusion

Digital communication tools offer immense potential
to improve health literacy and achieve better health
outcomes for patients and practitioners. By
promoting patient education and empowerment,
supporting self-management and treatment options,
enhancing clinical decision-making and improving
provider communication, these tools can transform
healthcare delivery. However, addressing access
barriers, ensuring the reliability of online
information, safeguarding privacy and security while

© 2025 Patrick J. Fitzpatrick.

promoting inclusivity are critical to maximise the
benefits of digital health literacy initiatives.
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